Ethical dilemmas in researching sousveillance on YouTube Revisited

Abstract

The socio-technical affordances of online platforms like YouTube enable citizens to distribute sousveillance (or inverse surveillance) footage, focusing attention on police brutality, to a potential global audience. This undoubtedly creates new opportunities for qualitative researchers exploring the role of social media in contemporary protest and social movements, but it also presents a series of ethical dilemmas to be addressed. Most notably, scholars must consider the feasibility and desirability of seeking informed consent from those uploading and commenting on these videos. This requires some engagement with the merits of the so-called ‘fair game’ defence, namely that publicly available social media data can be used without ethical considerations due to the fact that users should be aware of such data collection courtesy of the terms of service of each platform. In this paper, I consider what measures, if any, should be taken to protect those who comment on social media sousveillance. I do so by revisiting the ethical approach taken during a previous study of how YouTube was used to share sousveillance footage, namely the 2011 ‘Battle of Stokes Croft’ in Bristol, England. I reflect on whether a different stance might be taken if this research was to be conducted in the contemporary era. I argue that sousveillance researchers should focus on what is said online rather than who says it.  


Introduction

Online platforms like YouTube enable citizens to distribute sousveillance (or inverse surveillance) footage to a potential global audience. While this creates new opportunities for researchers exploring how social media are used to document the actions of authority figures, it also presents a series of ethical dilemmas that need to be addressed. Most notably, scholars must consider the feasibility and desirability of seeking informed consent from those uploading and commenting on these videos. On the one hand, identifying ‘unaware participants’ without their permission might expose them to harm, both physical and reputational. On the other, it might be argued that such content is ‘fair game’ due to the widely perceived publicness of the online platforms themselves. In this chapter I will reflect on how researchers can address these dilemmas. Drawing on the ethical stance I developed for a previous study of social media sousveillance, namely the 2011 ‘Battle of Stokes Croft’ in Bristol, I consider whether subsequent changes, both in terms of how platforms operate and user awareness of their data-sharing practices, require a new ethical approach for this type of research.

Sousveillance and policing

Sousveillance is defined as a form of ‘inverse surveillance’ empowering citizens to collect data about those surveilling them. Online platforms have been linked to an intensification of two overlapping categories of sousveillance: personal referred to “human-centred recording of personal experiences” while hierarchical was a more purposive, political activity documenting the actions of authority figures such as the police (Mann, 2004:621).  The latter conveyed an ‘injunction to care’ akin to media witnessing, the term used to describe how digital media not only transforms the ability of individuals to ‘bear witness’ to events, but also to encourage others to engage with these representations (Allan, 2013). They would additionally be empowered by these technologies to collect data about how they were being surveilled (Mann, Nolan & Wellman, 2003). The broad rationale for sousveillance was that increasing the visibility of authority figures made them less likely to abuse their power. For example, this would create a proleptical environment where police officers became self-discipling subjects due to the possibility that their actions might be recorded at any time (Singh, 2017). The efficacy of sousveillance would ultimately depend upon the size of the network through which it is distributed, as well as the pervasiveness of hegemonic narratives on the legitimacy of the state and the police (Mann and Ferenbok, 2013). YouTube, the focus of this chapter, has emerged as a key repository of citizen perspectives on the actions of authority figures (Burgess and Green, 2018). 

The evidence to date suggests that social media sousveillance has had little impact on the number of incidents of police brutality. In the United States, for example, the Black Lives Matter (BLM) movement placed distressing video footage of unarmed African-Americans being killed by police officers at the heart of its campaign to address racial injustice. From 2013 onwards, names such as Michael Brown, Eric Garner and George Floyd have circulated on platforms like Facebook, Twitter/X and YouTube, the eponymous hashtags focussing attention on the police officers responsible for their killings (Fischer and Mohrman, 2016; Jackson, Bailey, Foucault-Welles, 2020). While there is little sign that policing of Black communities has become more self-disciplining, researchers argue that BLM’s activism led to US conservatives recognising these killings were unjust for the first time (Freelon, McIlwain and Clark, 2016, p. 79). They have also been interwoven into broader narratives around racial injustice in the US. Richardson (2020) argues that African-Americans increasingly feel obligated to record these incidents to highlight the lack of police accountability and counter mainstream media narratives that mispresent their experiences of policing. As I will discuss below, this also presents a series of ethical challenges to those studying the social media comments posted in response to such content.


‘The Battle of Stokes Croft’

My first study of social media sousveillance focused on YouTube footage of the ‘Battle of Stokes Croft’ in Bristol, England. The UK national media framed the violent clashes between police and members of the public on 11 April 2011 as a manifestation of the local campaign against the opening of a Tesco supermarket in the area (Dutta and Duff, 2011). In response, local residents turned to online platforms like YouTube to share User Generated Content (UGC) illustrating what they claimed was a ‘heavy handed policing operation’ (Reilly, 2015). They also challenged statements from the Avon and Somerset Constabulary alleging that residents of a nearby squat were preparing petrol bombs to be thrown at the controversial store (Hall, 2011). My project focused specifically on a corpus of YouTube videos (N=52) showing eyewitness perspectives on the riot, and the comments (N=1018) posted in response to these. A qualitative thematic analysis, informed by the framework proposed by Braun and Clarke (2006), was conducted in order to assess audience responses to these videos. Specifically, it focussed on the extent to which the commenters agreed that this footage was a form of hierarchical sousveillance, and whether they shared the view that the police had been heavy handed in their interactions with the Stokes Croft residents. In order to investigate these issues, a qualitative thematic analysis of the comments was undertaken in June 2011. Criteria such as forcefulness, repetition and recurrence were used to help identify themes from the data (Orbe and Kinefuchi, 2008). Below I summarise the ethical stance adopted during this research.

Human subject or text?

The first ethical dilemma to be addressed was perhaps the most straightforward one, namely whether these comments should be treated as published artefacts or the property of human participants. If it was the former, then there was no necessity to seek informed consent from individual commenters (Kozinets, 2010). Certainly, the fact that these videos were fully public made it easier to justify using these comments without asking permission first.  The Terms of Service of YouTube (2012) at the time of the study made it clear that users should not expect “confidentiality with respect to any content”. Nevertheless, it was decided that the human subject perspective was the most appropriate framework for the study of YouTube comments in this project. As per previous work on internet research ethics (Bowker and Tuffin, 2004; Eysenbach and Till, 2001; Nissenbaum, 2010;), it was anticipated that unaware participants might be exposed through the use of their comments without informed consent. For example, using comments expressing support for the rioters might subject their authors to reputational harm or abuse. Furthermore, this ethical stance was in line with the guidance provided by organisations like the Associations of internet Researchers at the time of the study (Markham, Buchanan, and AoIR Ethics Working Committee, 2012:4). 

To quote or not to quote?

Perhaps the most complex ethical issue was how best to represent the themes in the dataset given that informed consent had not been sought from these unaware participants. The perceived harm to commenters, including those using pseudonyms, meant that it was problematic to provide hyperlinks to the videos under analysis, or provide verbatim reproduction of comments and the accounts from which they were posted. The fabrication strategy, whereby multiple comments would be amalgamated to create composites that did not align directly with what individual users had said (Markham, 2012), was considered inappropriate given it would distort the voices of those who wished to express their anger at the policing operation and the way it had been framed by the news media. The removal of Personally Identifiable Information (PII) such as usernames and biographical data was deemed the most effective way to mitigate these risks. While the titles of the videos were used to illustrate the discursive framing of the police actions against citizens, no hyperlinks were given. This was in effect a medium cloaked strategy (Kozinets, 2010), which offered some protections for these unaware participants but did not necessarily seek to ‘please them’ by providing full anonymity for comments posted on a fully accessible social media site. An additional factor was the research design itself. This was a study of how sousveillance footage was interpreted in the comments section, not a study of who was commenting on these videos. As I have argued elsewhere (see Reilly and Trevisan, 2016 for example), qualitative social media research often focuses on what is being said, rather than who is saying it. Therefore, it was not necessary to allow the simple (re)identification of commenters by using easily located text excerpts and their usernames. It should however be acknowledged that this approach meant that there was a possibility that these participants could be identified through searches conducted using the titles of the videos and an investigation of their comments sections.	Comment by Sarah Reilly: Do need this word and also ‘investigation’?

Would such a ‘strict’ ethical stance be necessary now?

When the academic articles based on this study were first published (Reilly, 2014: 2015), the ethical stance could be characterised as being stricter than those deployed during similar projects. In the rest of this chapter, I consider whether I would take a similar approach were I to repeat this study now. Here I wish to draw on Whiteman’s (2012) proposed three domains (Academy, Researched, Researcher) for developing ethical stances, who characterises ‘achieving’ ethics as a ‘messy’, context-specific activity. The fourth (Institution) is not discussed below due to the similarities in ethical review processes at both my previous institution and current one.  In both cases, this was considered human subject research that required ethical clearance before data could be collected and analysed.

Ethics of the Academy

Certainly, the ethical stance taken in 2011 aligned with the ethics of the Academy today. In the 14 years since my study there has been a proliferation of guidance documents from professional associations on how to conduct online research ethically. Guidelines provided by organisations such as the Association of Internet Researchers (AoIR) and British Psychological Society (BPS) are now in their third and fourth iteration. While it is beyond the scope of this chapter to analyse their evolution in depth, these tend to reject the notion that publicly accessible comments are ‘fair game’ for researchers (King, 1996). For example, the BPS (2021) acknowledges that there is a degree of ambiguity “concerning whether these data are in the public domain” and urges researchers to consider user perceptions of publicness when deciding whether to seek valid consent from unaware participants. The most recent iteration of the AoIR guidelines also raises questions about whether direct quotation is necessary and urge researchers to consider the circumstances where participants might need to be protected through strategies like fabrication (franzke et al, 2020).  Therefore, my decision to paraphrase and to reject the ‘fair game’ defence was justifiable in circumstances where I was unable to seek valid consent from all who contributed to the comment threads being analysed. Furthermore, my focus on the discursive framing of the ‘anti-Tesco riot’ meant that it was not essential to use direct quotes and identify those accounts responsible for them. If anything, the guidelines for online research appear clearer in 2024 than in 2011. 

Ethics of the Researched

Whiteman (2012) highlights the importance of researchers taking into account the expectations and behaviours of those they study. In 2011 there was a dearth of data about social media users’ expectations of privacy. Scholars such as Nissenbaum posited that researchers should consider whether appropriate contextual norms were violated by the use of public social media comments in academic research. Subsequent empirical research has found that members of the public are far from comfortable with the ‘fair game’ defence. For example, Fiesler and Proferes (2018) found that 28% of survey respondents were either very or somewhat uncomfortable with their tweets being used in research, with a further 23.6% not sure about this practice. They also found that the majority incorrectly believed that they should be asked permission for their tweets to be used by academic researchers. Furthermore, while more social media users appear to be aware of how their data are being shared by big tech companies (Draper and Turow, 2019), it should not be presumed that they have read and fully understood their terms and conditions (Williams, Burnap, and Sloan, 2017). 

Here, it might be argued, lies the public interest defence of social media sousveillance research. The purpose of the Stokes Croft study was clearly justifiable as there was limited empirical data on how people responded to footage challenging media narratives on controversial police actions. The research focussed attention on the comments of those who felt that legacy media had reductively portrayed the April 2011 violence as an ‘anti-Tesco riot’. There was no hate speech or threats of violence in the corpus (many comments had been deleted, suggesting some form of moderation had taken place), but that didn’t mean these comments could be used without any ethical consideration. At the same time, many of those analysed were attributed to accounts using pseudonyms, making it virtually impossible to seek valid consent for their inclusion in the study. As Fuchs (2018) argues, critical qualitative enquiry of such online phenomena does not necessarily require these usernames to be included; while highly motivated citizens may be able to find these accounts through online sleuthing, the researcher has discharged their ethical duty in not naming them. This was the original justification for the strict ethical stance taken, namely that the possibility of reidentification was reduced through paraphrasing of comments rather than directly quoting them. If this work was to be replicated in 2025, at the time of writing, there would still be a risk of reputational or physical harm to commenters should their contributions be easily identified. Moreover, in light of the aforementioned studies on user expectations of privacy, it would be misleading to suggest that paraphrasing comments was akin to ‘pleasing’ these users. Put simply, there was no public interest in exposing these unaware participants and holding them to account for what they had said.

Ethics and Researcher Safety

The subjective ethics of the researcher was conspicuously absent from much of the literature and guidelines I consulted back in 2011. While there was a recognition that ‘off the shelf’ ethical approaches should be eschewed in favour of more localised stances, little was said about the “personal and professional baggage” that individual researchers draw on when constructing these (Whiteman, 2012: 38). Reflecting back now on my own experience of conducting this research, I didn’t perceive my outsider status as being particularly problematic. I believed it might even be advantageous insofar as I could not be accused of distorting the representations in the corpus due to any prior allegiances or relationships. A member of the Stokes Croft community even emailed me a few months after the publication to express their disappointment at the fact I hadn’t interviewed them for the project. This was a very civil exchange, notable for the courteous way that this citizen engaged with the research, and there was no ill-will when I explained how the research design purposefully focussed on the views of online commenters i.e. my interest was in whether those outside Stokes Croft also believed the police had been heavy-handed. 

Fast-forward 14 years and it seems more likely that the two articles published from this data would have higher visibility now than they did back in 2011. Like other researchers, I have embraced online platforms like Twitter/X and Linkedin to publicise my research, network, and make my findings available to non-academic audiences (see Carrigan, 2019 for an overview). Participation in the UK’s Research Excellence Framework has also meant that my research since 2011 must be made available Open Access, whether in pre-print form or via OA journals.[endnoteRef:1] This increases not only the visibility of the research, but also its authors. This raises an issue that I didn’t have to consider when conducting the research, namely how to respond to social media users who were critical of the research, and in some cases, abusive. In recent years there has been increasing evidence of academics being harassed on social media, with women and those from ethnic minority backgrounds most likely to be targeted (Oksanen et al, 2021; Veletsianos et al., 2018). There has also been some evidence that members of the public are less likely to trust academics who express political views on their social media profiles, in some cases leading them to distrust their research findings (Alabrese, Capozza and Garg, 2024). While context collapse has long been a challenge for researchers mixing personal and professional identities online, these trends have implications for social media researchers studying contentious politics online. The civil discussion with a Stokes Croft resident via email in 2011 would seem the exception rather than the rule when it comes to how members of the public respond to academics and their work online. If I was to reproduce this study in 2025 I would most likely need to make my social media accounts private and avail of support from my institution should I receive any threats or abuse online. [1:  For an overview of the OA requirements for REF 2021, please see here: https://2021.ref.ac.uk/media/1228/open_access_summary__v1_0.pdf (accessed 10 January 2025)] 


 Concluding Remarks

Social media sousveillance is, by definition, a politically contentious topic and one that demands ethical reflection by researchers and oversight from their respective institutions. While online platforms like YouTube provide technically ‘public’ data showing citizen perspectives on ‘inverse surveillance’ footage of authority figures such as police officers, it should not be presumed that these comments are ‘fair game’ for researchers. Revisiting my ethical stance for the study of YouTube coverage of the ‘Battle of Stokes Croft’, what was once labelled a ‘strict’ or ‘conservative’ approach seems appropriate given developments in the intervening period. The decision not to name commenters, or provide quotes that might lead to their identification, remains congruent with the guidelines of professional associations like AoIR and BPS. While anonymity can never be fully guaranteed in social media research, only highly motivated internet sleuths would be able to find these comments by searching for the titles of the videos analysed. This reflects the empirical evidence on how citizens perceive academic research involving the collection of data from public social media sites. Audience studies continue to show that they expect to be asked permission for their social media posts to feature in academic outputs, which is rarely the approach taken in such empirical research. Therefore, if I was to replicate this study now I would still choose to offer unaware participants this level of cloaking, whilst naming and directly quoting any public figures that featured in the dataset. However, I wish to conclude on a more pessimistic note regarding the ‘baggage’ that researchers bring to the study of social media sousveillance. Perhaps the most noticeable difference between 2011 and today is the degree to which researchers are expected to be active and visible online. My only feedback on the two articles published from this study was remarkably civil by contemporary standards. Early predictions that OA and the development of academic identities on social media would have tangible benefits in terms of research impact have proven overly optimistic. What has emerged is an often toxic online environment in which academic researchers themselves are considered ‘fair game’ for abuse, trolling and sometimes even physical threats of violence too. While it is beyond the scope of this paper to explore this in more detail, the failure of online platforms to regulate hate speech and other online harms has made studying social media sousveillance much riskier than before. If I was to replicate this study today I would have to consider whether I needed to make my own social media accounts private, as well as how best to respond to any online harassment from those critical of my findings. Nevertheless, this would arguably have little impact on the ethical stance taken during the research itself. In the case of projects investigating public perceptions of sousveillance footage shared on sites like YouTube, there remains no clear justification for naming unaware participants and exposing them to reputational or other forms of harm. If the focus was to be on the backgrounds of those leaving these comments then arguably a better approach would be to contact and interview them. Overall, the lessons from my research are clear: researchers should tread carefully when navigating the tension between the public interest defence of their work and the perceived publicness of social media users whose content they are investigating. This is particularly salient given the deteriorating trust in academic researchers, much of which is fuelled by the misinformation amplified by the platforms they study.
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